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Abstract As interest in generative Al has rapidly increased in recent years, there is
a growing willingness to adopt large-scale Al in the public sector. However, precise
implementation methods remain elusive due to various issues related to the
introduction of large-scale Al. This study proposes a public data sovereign cloud to
address two main challenges when introducing large-scale Al in the public sector: 1)
compliance with information disclosure laws and regulations and 2) operation of
closed networks. To this end, we examine the concept of a sovereign cloud and propose
a definition and implementation strategy for a public data sovereign cloud. Specifically,
we present application strategies focusing on construction methods using public-
private partnership (PPP) models, network segregation methods according to data
grades, and enhancement of the role of Managed Service Providers (MSPs). The results
of this study are expected to contribute to policy formulation for introducing and
utilizing large-scale Al in the public sector.

Keywords: Large-Scale AI, Public Data, Sovereign Cloud, Public-Private
Partnership(PPP), Network Segregation, Managed Service Provider(MSP)

1. Introduction

With the recent rapid development of generative Al, there is growing interest
in adopting large-scale Al in the public sector. The emergence of large language
models like ChatGPT has demonstrated the potential for Al utilization across
various fields and is presenting new paradigms for public services. While
increasing interest in adopting large-scale Al in the public sector, finding clear
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implementation solutions remains challenging due to various issues. In
particular, data sovereignty concerns are emerging regarding the use of public
data. [1] This study proposes a public data sovereign cloud to solve two key
challenges in adopting large-scale Al in the public sector: compliance with
information disclosure laws and the operation of closed networks. To achieve
this, we examine the concept of a sovereign cloud and propose a definition and
implementation strategy for a public data sovereign cloud. Specifically, we
present application strategies focusing on construction methods using public-
private partnership (PPP) models, network segregation methods according to
data grades, and enhancement of the role of Managed Service Providers (MSPs).
[2] The structure of this paper is as follows. Chapter 2 examines the concept and
background of sovereign cloud. Chapter 3 analyzes the definition of public data
sovereign cloud and its differentiation from general sovereign cloud. Chapter 4
presents strategies for implementing a public data sovereign cloud, while
Chapters 5, 6, and 7 discuss in detail the methods for ensuring operational
sovereignty, data sovereignty, and software sovereignty, respectively. Finally,
Chapter 8 presents conclusions and policy implications.

I1. Sovereign Cloud Concept

1. Definition of Sovereign Cloud

A sovereign cloud refers to a cloud computing architecture that complies with
national and regional laws and regulations while granting data sovereignty to the
country where the data is generated. The concept of sovereignty can be divided
into three categories: operational sovereignty, data sovereignty, and software
sovereignty.
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Table 1. Components of Sovereign Cloud

Category Content

- Grant data access and management rights according to the laws and
regulations of the data generation region or country

- (Data Localization) Store and process data only within the country or
region of origin to comply with current regulations

- (Unauthorized Access Prevention) Strictly block data access by
unauthorized users

Operational |- (Operational Transparency) Transparently manage and disclose data

Sovereignty | storage, processing, and usage processes

- For Germany, according to data protection law, data collected within
Germany must only be stored/processed domestically, and institutions
maintain data control rights through their national data center cloud
services

- Can be constructed without being affected by the U.S. Cloud ActData
Sovereignty

- Data generators retain rights over their data

Data - For example, under GDPR, user data generated within the European
Sovereignty | Union cannot be transmitted or processed by third parties without user
consent Software Sovereignty

- (Software Independence) Users must be able to perform desired
operations without being dependent on specific CSPs and should be able
to migrate (or transfer) when needed quickly

Software
Sovereignty

Source: adapted from https://www.enterprisenetworkingplanet.com/security/what-are-
sovereign-clouds/

2. Background

Significant background factor in the emergence of sovereign cloud is the U.S.
Cloud Act enacted in 2018. This law stipulates that U.S. government agencies
can request data from telecommunication service providers regardless of where
the data is stored [3]. In response, the European Union enacted GDPR (General
Data Protection Regulation), and various countries began establishing legal
measures to strengthen data sovereignty. Under these international trends,
domestic and foreign CSP (Cloud Service Provider) businesses have introduced
the concept of sovereign cloud as a means to ensure data sovereignty [4].

3. Key Features of Sovereign Cloud

Sovereign Cloud has the following key features [5] [6]:

1. Data Localization: Data storage and processing are limited to within the
relevant country or region.

2. Access Control: Data access is strictly controlled according to the laws of
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the relevant country.

3. Transparency: Ensures auditability through transparent disclosure of data
processing processes.

4. Legal Compliance: Strictly adheres to data protection laws of the relevant
country or region.

5. Independence: Enables independent operations without dependence on
specific cloud service providers.

4. Expected Effects of Sovereign Cloud

The adoption of a sovereign cloud is expected to bring the following effects:

1. Enhanced Data Security: Enables secure data management through

compliance with national regulations.

2. Reduced Legal Risk: Minimizes potential legal risks arising from conflicts

between national laws.

3. Data Sovereignty Assurance: A relevant country or agency can exercise

actual control over data.

4. Improved Service Stability: Enables customized service provision

considering regional characteristics.

The concept of sovereign cloud provides important implications for large-
scale Al adoption in the public sector. Notably, the necessity of public data
sovereign cloud applying sovereign cloud principles is increasingly recognized
in terms of secure utilization of public data and sovereignty assurance. To further
emphasize its necessity, the public data sovereign cloud is crucial in enabling
large-scale AI’s secure and efficient utilization in the public sector. It ensures
stable management of massive datasets required for Al training and operation
while supporting data sovereignty and compliance with legal regulations. By
providing a safe and reliable environment through closed networks and data
stratification, the public data sovereign cloud enhances the efficiency of Al
deployment, contributing to innovation and improved public services. [7]

5. Sovereign Cloud Implementation Cases

Various countries and organizations are making efforts to implement
sovereign cloud. Representative cases include [8] [9]:

1. France’s Andromede Project: A national cloud project led by the French
government, focusing on data sovereignty assurance

2. Germany’s GAIA-X: A cloud infrastructure project to ensure European
digital sovereignty

3. Microsoft’s Azure Government: Provides a reinforced cloud environment
for U.S. government agencies
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4. Amazon’s GovCloud: A regulatory-compliant cloud service targeting U.S.
government agencies and related organizations
These concepts and cases of sovereign cloud provide important implications
for large-scale Al adoption in the public sector. Notably, the necessity of a public
data sovereign cloud is emerging regarding secure utilization and sovereignty
assurance of public data. The next chapter will examine in more detail the
concept and characteristics of the public data sovereign cloud.

I11. Introduction of Public Data Sovereign Cloud
1. Definition of Public Data Sovereign Cloud

In this research, we define Public Data Sovereign Cloud as follows: It refers
to a cloud computing architecture that complies with laws and regulations
related to public agencies and grants data sovereignty to public agencies over
public data. The main components are operational sovereignty, data sovereignty,
and software sovereignty.

Table 2. Components of Public Data Sovereign Cloud

Category Content

- (Management according to laws and regulations of public agencies) Grant
data access and management rights according to laws and regulations of
data-generating agencies or related public agencies

- (Data Localization) Store data within public agencies that generate or
relate to the data, complying with public agency regulations and
preventing unauthorized private access

Operational |- (Unauthorized Access Prevention) Unauthorized users cannot access
Sovereignty | public agency data

- (Operational Transparency) Public agencies transparently manage how
their data is stored and utilized<br>- Data collected within public agencies
must only be stored and processed within the public agency or related
public agencies. For example, through cloud services operating on data
centers of related public agencies within government/administrative
networks, agencies maintain complete control over their data Sovereignty

- (Data-generating public agencies retain rights over their data) Implies that

30‘2:;? - regardless of where data is stored, final decision rights over the data
8 | Lemain with the original data owner software Sovereignty
Software |~ (Software Independence) Public agencies must be able to perform desired
. operations without being dependent on specific CSPs and should be able
Sovereignty

to migrate (or transfer) when needed quickly

Source: Authors’ own work
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2. Comparison between Sovereign Cloud and Public Data
Sovereign Cloud

While both sovereign cloud and public data sovereign cloud focus on the
concept of data sovereignty, they differ in their scope of application and key
issues. While Sovereign Cloud primarily focuses on data sovereignty issues
between nations, public data Sovereign Cloud primarily addresses data
sovereignty issues between public and private sectors.

Table 3. Comparison between Sovereign Cloud and Public Data Sovereign Cloud

Category Sovereign Cloud Public Data Sovereign Cloud
- Resolving conflicts in
- Resolving conflicts between laws/regulations/interests between
Core . . . .
national laws of data-generating public agencies (data
Content .\ . - . . .
entities and CSP's national laws generation/ownership) and various
private CSPs

- Public data access in private cloud

Issues -U.S. Cloud Act .
environments

- Ensure operational sovereignty, data
sovereignty, and software sovereignty
for public agencies through compliance
with public agency-related laws
/regulations, independent of CSP
providers

- Ensure operational sovereignty,
Solution | data sovereignty, and software
Approach | sovereignty through domestic law
application, independent of laws
from CSP-providing countries

Source: Authors’ own work
3. Necessity of Public Data Sovereign Cloud

The following fundamental factors emphasize the necessity of a public data

sovereign cloud:

1. Secure Utilization of Public Data: This can prevent data leakage and misuse
risks when using private cloud services. This is essential for protecting
important national information security.

2. Legal Compliance: Cloud services can be utilized while strictly adhering to
laws and regulations related to public agencies. This is important for
satisfying various legal requirements, including the Information Disclosure
Act and the Personal Information Protection Act. [10]

3. Data Sovereignty Assurance: Public agencies can control their data entirely.
This strengthens public agencies’ rights by maintaining decision rights over
data storage, processing, and access.

4. Foundation for Large-scale Al Utilization: This enables the secure
utilization of public data for developing and applying large-scale Al It
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serves as an important technical foundation for public service innovation
and efficiency improvement.
Based on these various necessities, the next chapter will discuss in detail the
specific implementation strategies of the public data sovereign cloud. [11]

IV. Public Data Sovereign Cloud Strategy
1. Overview of Implementation Approaches

To address the challenges in implementing large-scale Al in the public sector,
it is essential to identify and resolve key issues beforehand. These challenges
include data privacy and security concerns, compliance with legal and
regulatory frameworks, financial constraints, lack of technical infrastructure,
and ethical considerations. Addressing these obstacles will establish a solid
foundation for the effective deployment of the public data sovereign cloud and
ensure its alignment with public sector requirements. The approach strategy for
implementing a public data sovereign cloud can be summarized as shown in the
table below:

Table 4. Approaches to Public Data Sovereign Cloud Implementation

Category Content Implementation methods
- Management according to |- Construction of public data sovereign cloud
the laws and regulations of center using PPP model
data-generating public - Information system importance level
Operational | agencies classification
Sovereignty | - Data localization - Network segregation for security
- Prevention of unauthorized | enhancement
access - Establishment of public MSP specialist
- Operational transparency agencies
Data - Final decision rights over - Data grade classification
Sovereignty | data - Security provision according to grade
. . - Provision of technical standards and
- Ability to perform desired idelines
operations anywhere without gu . . .
Software . - Construction of public sector foundation
. dependency on specific CSPs,
Sovereignty | . . L models
with quick migration . . .
capability when needed - Domain-specific sSLLM construction
P - Enhancement of MSP roles

Source: Authors’ own work

For effective implementation of public data sovereign cloud, construction of
cloud data centers using a Public-Private Partnership (PPP) model is necessary.
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This approach implies cooperation between government and private sectors to
build infrastructure and provide public services.

To provide a more detailed discussion on the Public-Private Partnership (PPP)
model, we have expanded the explanation as follows [12]:
1. Configurations by Data Sensitivity:

 Public Cloud: Managed entirely by government agencies, this model is
designed for critical and sensitive data that require high security and
operational sovereignty.

e PPP Model 1: This hybrid approach combines public and private
infrastructure, allowing medium-level data to be securely managed while
sharing responsibilities between public and private entities.

» PPP Model 2: Utilizing private facilities, this model handles less sensitive
data with logical or physical network separation to maintain security while
optimizing costs.

2. Practical Example:

Applying a 70B QLoRA 4bit Al model in a single government agency
requires significant hardware investments, such as 8 NVIDIA H200 GPUs to
support 150 concurrent users and 15 simultaneous inferences. These
hardware costs form a substantial portion of the initial investment. The PPP
model allows financial burden sharing between public and private partners
while leveraging the technical expertise of private entities for efficient
deployment.

3. Implementation Scenarios:

The G-Cloud infrastructure in South Korea serves as a prime example of
how the PPP model can balance security and efficiency. Public agencies
manage critical functions, such as data classification and security measures,
while private entities contribute their technological capabilities and
operational expertise. Hybrid PPP centers, as outlined in the proposed model,
enable flexible operation tailored to the sensitivity of data and specific
operational needs, providing a scalable and adaptable framework for public
data management.

In this research, we propose four types of implementation methods based on
the PPP model:

Despite these limitations, a public data sovereign cloud remains a viable and
realistic solution for addressing data sovereignty and security issues. Rather than
considering alternative solutions, this approach focuses on refining the
implementation strategies to mitigate the identified challenges, ensuring a more
robust and efficient deployment.

First, the Public Cloud Center. This operates within public buildings using

public facilities and is directly managed by administrative agencies. The G-
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Cloud of the National Information Resources Management Service is a
representative example. In this model, the center director, management,
supervision, and security officers are from administrative agencies, while
technical operations can be outsourced to private contractors. From a security
perspective, external network connections and remote access are blocked. When
necessary, temporary external network connections are only permitted for
designated devices under security officer supervision while maintaining
isolation from the internal network. In terms of data management, it handles
systems and related data classified as “high” importance, as well as high-grade
non-public data.

Second, the Public Cloud Center (PPP Type 1). This operates both public and
private facilities simultaneously within public buildings. The organizational
structure and physical network segregation are identical to the Public Cloud
Center. In this model, it processes systems and related data classified as
“medium” importance level, and can handle both public data and medium-grade
non-public data.

- Private Myperscale Al " 5
Private Cloud)
Private company - Private Cloud or Public Data Portal
* (Public Data Provision)
school/research
institute * -
individual v ade ey ma # Public Data Low-class
Building a pr ina
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f Service per department Duplicate
based on RAG - only Subclass
Qo ‘ H . Government's leading construction of a hyperscale Al and parallel Temporary Storage
A Ministry ' ion of a private hyper
Government hyperscale Al based Public Data Low-Class
ao
B Minist e ¥
s inistry H
Ministry of o L | Classification and  Public Data Low-Class
izath - e identificati
Utilization 2 Governmant hyperscale Al wtlication o) agdimional Learning e
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€ Ministry Dita 67C Ministry Public Data Low-Class
—_—
i © Large-Scale of Public Learning Data
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Figure 1. Public Cloud Center (PPP Type 1)

Third, the Public Cloud Center (PPP Type 2) operates both public and private
facilities simultaneously within private buildings. Its organizational structure is
similar to the previous models, and it can selectively apply either physical or
logical network segregation. In this model, it can process public data and low-
grade non-public data (such as de-identified data) that operate within systems
classified as having a “medium” importance level.
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Figure 2. Public Cloud Center (PPP Type 2)

Fourth, the Private Cloud Center. This is constructed and operated within
private buildings using private facilities, with Naver Cloud and KT Cloud being
representative examples. In this model, all roles, including the center director,
management, supervision, and security officers, are fulfilled by private
companies. From a security perspective, external network connections and
remote access are possible as needed. Regarding data management, it can only
process systems and related data classified as “low” importance level, along with
public data.

These various PPP models enable effective and secure cloud data center
construction by combining the advantages of both the public and private sectors.
Each model can be selectively applied according to data importance and security
requirements, enabling secure public data management and efficient utilization.
Furthermore, these PPP models are expected to improve public services by
supplementing limited government resources with private sector expertise. [13]
[14] When implementing the PPP type, the Internet VPC (Virtual Private Cloud)
can be configured with an Internet zone for external service provision and a
DMZ (Demilitarized zone) zone as a buffer zone between external and internal
networks. The internal VPC can be separated into a work zone for internal
business system operations and a management zone for system monitoring and
log management. Additionally, VPC interconnection and routing control can be
structured through Transit Gateway. For security control, IAM (Identity and
Access Management) for access permission management, security groups using
instance-level firewalls, and network ACLs (Access Control Lists) for subnet-
level access control can be established. [15] [16]
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2. Role of MSP (Managed Service Provider)

The role of MSP is crucial in constructing a public data sovereign cloud for
secure generative Al infrastructure. MSPs act as intermediaries between Cloud
Service Providers (CSPs) and customers, managing the entire cloud operating
environment, from cloud adoption consulting to migration, operation, and
monitoring. MSPs play an increasingly vital role in public data sovereignty
assurance, particularly in managing multi-cloud infrastructure for large-scale Al
in the public sector. [17] [18]

The key roles of MSP can be summarized as follows:

First, the integrated multi-cloud configuration across public sector domains
and hierarchical structure within domains. This is a complex task that involves
maintaining overall consistency while reflecting the requirements of various
public agencies. MSP effectively coordinates and manages this integration.

Second, cost reduction can be achieved by integrating the common
infrastructure of the government and public agencies. MSP identifies
infrastructure that can be commonly used across multiple agencies and manages
its integration, thereby preventing duplicate investments and increasing cost
efficiency.

Third, multi-cloud can be operationally optimized by using multiple private
CSPs. An important role of MSP is to optimize overall operational efficiency
while meeting public agency requirements by optimally combining services
from various CSPs. [19]

Fourth, leading MSP role and Central-edge architecture configuration for
domain-specific Al services across government agencies. This means balancing
centralized management with specialized service delivery for each domain.

Fifth, minimization of potential security issues. MSP ensures secure
management of public data by identifying various security threats in advance
and preparing countermeasures.

Sixth, standardizing the design of common foundation models for government
large-scale Al utilization, ensuring they can be developed and operated
according to the characteristics of each department/agency. This is a key task
for effectively introducing large-scale Al technology to the public sector.

These enhanced MSP roles will facilitate cloud and Al adoption in the public
sector and enable secure and efficient service provision with public data
protection. In particular, the role of MSP becomes more important as it possesses
expertise in understanding the uniqueness of the public sector and securely
handling civilian data.

Therefore, the government should establish policies to cultivate and support
MSPs with such capabilities. Specifically, they can consider:

 Strengthening MSP certification systems
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e Operating public sector specialized MSP cultivation programs

 Establishing cooperation frameworks between MSPs and government
agencies
Through these measures, stable construction and operation of a public data
sovereign cloud will become possible, ultimately contributing to improving
public services and enhancing national competitiveness.
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Figure 3. Hierarchical Multi-Cloud Construction for Cross-Government Large-scale Al

(1) MSP (Control Tower): The role of MSP as a control tower connecting
Cloud Service Providers (CSPs) and users is crucial for building secure and
efficient generative large-scale Al. It manages the entire cloud operating
environment, from cloud adoption consulting to migration, operation, and
monitoring.

(2) CSP (Cloud Service Provider): (Domain-specific Edge Cloud) Performs
management and operation of cloud-based Foundation Models for linked
departments/agencies, along with data requirements/analysis, metadata, data
security, and data quality management. Configures and operates various cloud
architectures, including agency-specific public/private clouds and SaaS, PaaS,
and IaaS layers.

(3) Foundation Model (Basic Model): Serves as a common foundation for
cross-government large-scale Al, where foundation models applicable across
multiple departments/public agencies are developed and operated.

(4) Multi-Cloud: Provides cloud integration (IaaS) for each domain within the
government closed network. Configures hybrid public/private clouds
within departments/public agencies and performs integration with other
agencies. [20]
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3. Expected Effects

Implementation of public data sovereign cloud is expected to bring the
following effects:

1. Integrated Operations

Realizes integration and hierarchical structure across government
domains for large-scale Al

Maintains overall consistency while reflecting the requirements of
various government agencies

Systematically coordinates complex tasks
2. Budget Savings

Enables cost reduction through integration of government and public
agency common infrastructure

It prevents duplicate investments and improves cost efficiency by
identifying and managing infrastructure that can be commonly used
across multiple agencies

3. Operational Optimization

Enables service optimization through the utilization of multiple private
Cloud Service Providers (CSPs)

Improves resource utilization while meeting specific public agency
requirements
4. Control Tower

Establishes control tower role for Al services across government
domains

Builds specialized service systems for each government domain through
Central-edge configuration
5. Enhanced Security

Ensures secure management of public data by identifying various
security threats in advance

Prepares countermeasures for potential security issues
6. Model Standardization

Unifies design to enable the development and operation of common
foundation models for government-wide large-scale Al utilization

Can tailor models to the characteristics of each agency
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4. Data Sovereignty Assurance

We propose the following measures to ensure data sovereignty:

First, Data Grade Assignment: When public agencies want to convert and
utilize their managed information in private clouds, data must be classified into
four levels according to the “Information Disclosure Act” and national
information security basic guidelines, as follows:

Table 5. Data Classification Levels

Clasmﬁgatlon ClaSSI.ﬁcathD Content Method
Major Minor
- Information corresponding to
Non-public Article o, Parag'raph b ltems 1,2,3,4 Utilize in Public Cloud
. of the Information Disclosure Act
C, high Level . . pa Center
. - Information classified as ‘C’ in
(Classified) . . . . - No external access
national information security
basic guidelines
- Information corresponding to
Article 9, Paragraph 1, Items 5,7,8
Levels of the Information Disclosure - Utilize in Public Cloud
Act<br>- Information classified as | Center (PPP Type 1)
. 'S' in national information security
NOH'PUth basic guidelines
S, middle Inf - "
(Sensitive) - ‘nformation corresponding to - Utilize in Public Cloud
Article 9, Paragraph 1, Item 6 of
. . Center (PPP Type 2)
the Information Disclosure .
Level3 . . - Can perform non-public
Act<br>- Information classified as | . .
- . . . .| information de-
S’ in national information security| . i
A, identification
basic guidelines
- Information classified as public
Public through public classification e
. . - Can be utilized in a
O, low Levelg work<br>- Information classified .
o : . . . Private Cloud Center
(Open) as ‘O’ in national information
security basic guidelines

Second, Security Requirements by Data Grade: Define and apply
differentiated security requirements for each grade level. For example, higher-
grade data requires more stringent encryption and access control policies.

5. Software Sovereignty Assurance

We propose the following strategic measures to ensure software sovereignty:
1. Standards and Guidelines Development
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Provide standards and guidelines for public agencies to build cloud-
based large-scale Al utilization systems using public data.
2. Public Agency Data Management System Construction

Establish methods for public agencies to manage data collection/
processing/refinement processes without dependency on specific CSPs
3. Public Sector Foundation Model Development Strategy

Ensure foundation models are built within closed networks in public cloud
centers or public cloud centers (PPP type), excluding private cloud
centers in the PPP model

4. Foundation Model Performance Measurement and Maintenance Strategy

Establish strategies for continuous model updates, model efficiency
techniques, and domain adaptation
These detailed implementation strategies are expected to enable the practical
construction and operation of a public data sovereign cloud.

V. Policy Recommendations for Public Cloud Implementation

This research has analyzed the concept and implementation strategies of
public data sovereign cloud for large-scale Al utilization in the public sector.
The key implications derived can serve as important considerations for public
cloud implementation. In particular, we present the following policy
recommendations to achieve both data sovereignty and large-scale Al utilization
simultaneously:

1. Cloud Utilization for Large-Scale Al

Cost-effective information resource management through strategic use of
cloud technology is essential, as large-scale Al requires extensive high-
performance computing resources and data management.

2. Establishment of Public Data Sovereign Cloud Concept

Beyond international data sovereignty issues, the legal and institutional
establishment of the “public data sovereign cloud” concept is required to
guarantee public agencies’ sovereignty over public data in their relationship with
private CSPs. To ensure the effective implementation of a public data sovereign
cloud, it is essential to account for differences in national contexts, including
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legal, technical, and cultural aspects. The following considerations highlight the
importance of tailoring the approach to specific regional requirements:

Legal Contexts: In South Korea, laws such as the Personal Information
Protection Act (PIPA) and the Information Disclosure Act are critical for
defining the framework for public data management. These regulations mandate
strict compliance with data sovereignty principles, including data localization
and secure handling of sensitive information, ensuring that public agencies
retain complete control over their data.

Technical Contexts: South Korea’s technical environment requires advanced
infrastructure, including high-performance hardware such as NVIDIA H200
GPUs optimized for large-scale Al deployment. Additionally, secure network
segmentation strategies and compatibility with existing government systems are
necessary to support operational efficiency and data protection.

Cultural Contexts: South Korea’s cultural emphasis on trust, transparency, and
accountability aligns with global best practices in public data management.
While cultural nuances may influence stakeholder engagement and policy
adoption, these values are broadly consistent with international standards and
require no additional localized adjustments.

Addressing Legal and Ethical Challenges: It is essential to consider specific
regulatory and ethical frameworks to comprehensively address the legal and
ethical challenges associated with implementing a public data sovereign cloud.
Compliance with data sovereignty principles, such as those mandated by South
Korea’s Personal Information Protection Act (PIPA) and Information
Disclosure Act, is critical. These regulations enforce strict data localization
requirements and protect sensitive information, ensuring public agencies retain
complete control over their data. Additionally, cross-border data transfers must
align with international frameworks like the EU’s General Data Protection
Regulation (GDPR) to mitigate conflicts between national and international
laws. [21] [22]

Ethically, public data utilization for AI raises concerns about bias,
transparency, and accountability in Al models. Adopting ethical governance
frameworks, such as South Korea’s Al Ethics Guidelines for the Public Sector,
is crucial to address these issues. [23]

These guidelines emphasize fairness, accountability, and transparency,
ensuring responsible use of sensitive data. Regular legal audits, the integration
of ethical principles into Al and data policies, and mechanisms for enhanced
transparency and accountability are recommended to overcome these challenges.
By addressing these legal and ethical concerns, implementing a public data
sovereign cloud can ensure compliance, foster public trust, and support the
responsible development of large-scale Al systems.
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3. Systematization of Public-Private Partnership Model

When building a public data sovereign cloud using the PPP model, detailed
operational guidelines and governance frameworks are needed to operate by
distinguishing facilities, operating entities, and management systems into public
cloud centers, public cloud centers (PPP type), and private cloud centers.

4. Network Segregation Specification by PPP Model

To build a public data sovereign cloud, policies for data classification and
network segregation according to the PPP model must be established to balance
security and efficiency.

5. MSP Role in Public Data Sovereign Cloud

To secure public data sovereignty, clear definitions of MSP roles in multi-
cloud-based domains and establishing education and certification systems to
enhance expertise are necessary.

6. Data Classification

Legal provisions state that public data can be classified as public or non-public
according to the Information Disclosure Act, so it is necessary to restrict data
grades and establish differentiated management policies for each type of cloud
center (public, PPP-type, private).

7. Software Sovereignty Assurance

Public sector foundation models must be built to ensure the software is not
dependent on specific CSPs for public data sovereign cloud.

Suppose these policy recommendations are systematically implemented with
comprehensive consideration. In that case, both objectives—secure and efficient
utilization of large-scale Al and public data sovereignty assurance in cloud
environments—are expected to be achieved simultaneously.
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VI. Conclusion

This study presented implementation directions for a public data sovereign
cloud that utilizes large-scale Al in the public sector. Public data sovereign cloud
is emerging as a crucial concept that enables effective utilization of large-scale
Al while guaranteeing data sovereignty for public agencies, and its importance
is increasingly being highlighted. Several prerequisites must be met to establish
government-wide large-scale Al infrastructure and secure Al sovereignty. This
includes resolving data sovereignty issues through government-led efficient
implementation, preventing private enterprise monopoly, and establishing
measures to secure public interest. [24]

Significant are: government-wide resource consolidation to overcome
limitations in implementing large-scale Al across government agencies,
establishing preemptive measures for legal and ethical issues that may arise in
government-wide public data utilization, and expanding development and
utilization of domestic Al chips to reduce dependence on foreign companies. If
these policy recommendations are systematically implemented comprehensively,
we can successfully establish a government-wide Al ecosystem that can safely
and efficiently utilize large-scale Al This will ultimately serve as a foundation
for advancing national Al operation and utilization capabilities, enabling the
internalization of various rapidly evolving Al technologies to meet our
government’s requirements. Furthermore, this experience and technology have
the potential to develop new export models similar to the Korean e-Government
Wave. A limitation of this study is the lack of empirical analysis based on actual
implementation cases. Therefore, future research needs in-depth discussion on
specific technical and institutional measures for the actual implementation of
public data sovereign cloud, and empirical research should be conducted on the
impact of public data sovereign cloud adoption on public service quality and
efficiency. The results of this study are expected to serve as fundamental
material for policy formulation regarding the introduction and utilization of
large-scale Al in the public sector. Additionally, the concept of a public data
sovereign cloud presented in this study will provide an important theoretical
foundation for future national Al strategy development and ultimately contribute
to strengthening national competitiveness. This study systematically reviewed
the data sovereign cloud model for large-scale Al utilization in the public sector
and derived key policy implications. Future research should validate its
effectiveness through empirical case studies, refine legal frameworks to balance
data protection with Al training and explore sustainable public Al infrastructure
strategies in the global Al landscape. These efforts will further enhance the
effectiveness of public Al utilization and strengthen data sovereignty.
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