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Abstract: In recent decades, anomaly detection has undoubtedly become one of the most important areas of
research. This is because applications such as financial transactions, medical fraud, and anomaly detection
can be used to solve a wide range of real-life problems. Data from these applications can be modeled using
large graphs of many different nodes and edges. Because of the size and heterogeneity of the data contained
in the graph, it is a very difficult task to detect abnormal patterns. In this paper, we proposed a method for
detecting abnormal patterns in a large homogeneous graph. The proposed method consisted of two steps. In
the first step, the graph was transformed into a vector using a semi-supervised graph neural network (GCN).
The second step was based on DBSCAN, an unsupervised clustering method. Various performance evaluations
were performed to show the superiority of the proposed method. Experimental results showed that the
proposed method could detect abnormal nodes with high accuracy in homogeneous static graphs.
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1. Introduction

In recent years, graph data structure has been widely used in many fields to represent real-world
applications. This structure can be represented statically or dynamically from a fixed sequence of nodes, also
called vertices, connected by edges. A static graph can be represented as an ordered pair of nodes and edges
that does not change once it is created, while a dynamic graph is a constantly changing structure that responds
to the insertion of nodes or edges into the graph. Graph is particularly productive for applications that are best
represented in the form of a network, such as social media, finance, and chemistry.

With the growth of communication technologies, the volume of data can reach trillions of useful
information that needs to be processed efficiently. Several studies have been conducted on processing
information from large graphs, especially with the goal of detecting unusual behavior in the network [1,2].
Depending on how the data is collected, there are many types of anomalies in graphs, such as anomalous nodes,
anomalous edges, anomalous subgraphs, and change detection [3,4].

The development of the Internet has made searching and sharing information fast and efficient. As the
world grows into a fully interconnected structure, detecting anomalies in large graphs is a major challenge. The
purpose of representing data with a graph is to summarize and display the information in each data set, and in
particular the key properties, while strictly maintaining the integrity of the representation of the data set. This
task can be helpful both in analyzing the data and in communicating the results. Errors or mistakes in huge
datasets, resulting in anomalous nodes and patterns in large graphs, can have a significant impact on the
expected outcome of a given task. Detection of such anomalous patterns is necessary to ensure a high success
rate for the task being performed.
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Many approaches have been developed and discovered to identify abnormal behavior in large graphs. The
traditional approach to identify abnormal behavior uses the concept of change detection, which consists of
finding the normative patterns in the data and then detecting abnormal objects that deviate significantly from
the norm [5]. Other methods have been proposed with a feature-based approach [6], which uses graph
representation to extract structural graph-centric features for outlier detection. However, these conventional
methods omit the graph labeled information which also provides insightful information for anomaly detection.
Nowadays, the proposed methods enable the detection of network information using Deep Learning [7], which
learns as well as from node features and relationships. Another recent anomaly detection method is to compute
an anomaly score for each node and consider the nodes with the highest anomaly score as abnormal, while
normal nodes have the lowest anomaly score [8].

To solve the problems of the existing methods, in this paper, we propose a method based on GCN [9] and
DBSCAN [10] for detecting abnormal patterns in homogeneous static large-scale graphs. In the proposed
method, we first convert the graph structure into a two-dimensional space using Graph Convolutional Networks,
which preserve the structural information and properties of the graph to obtain a node representation of the
graph. Then, we use a DBSCAN clustering algorithm to determine anomalous nodes based on the obtained
node representation.

This paper is organized as follows. Some of the existing methods on our research topic are discussed in
Section 2, while Section 3 presents our proposed anomaly detection method. In Section 4 , we give an evaluation
of our method from a practical and technical point of view. Finally, in Section 5, we summarize this work with
a conclusion.

2. Related Works

Wang et al. proposed a framework called FdGars [3] to detect fraudsters in a large-scale online application
review system. This system combines textual, behavioral, and relational features of reviewers to solve the
cheater detection problem. To this end, the system extracted content and behavioral features for each reviewer
and created a graph by exploiting the relational nature of scammers. They proposed a GCN method based on
the limited number of labeled reviewers, typing the reviewers by a predefined labeling method, and detecting
more impostors than unlabeled reviewers. The information about the reviewers is extracted from the logs to
create a graph structure G that represents the reviewers as nodes, and the reviewers are connected if they
reviewed the same application. A fraud measurement method is then used to classify reviewers as normal users
or not by comparing two behavioral characteristics of reviewers with their respective thresholds. Finally, they
trained the model to learn from the node features and graph structure according to G and a small number of
labeled reviewers. After training, the learned model can detect more impostors that have similar behaviors to
the labeled impostors among the unlabeled reviewers.

V. Sirisha et al. proposed a technique for detecting suspicious patterns using a graph-based anomaly
detection (GBAD) approach [5]. The system can find both normative and anomalous patterns by implementing
three heuristic algorithms such as GBAD-MDL, GBAD-P and GBAD-MPS. These algorithms first use the
minimum description length (MDL) to find the best substructure in the graph that minimizes a given objective
function. However, after discovering the normative pattern, each algorithm has its own anomaly detection
method. The algorithm GBAD-MDL then searches for all substructures that are similar to the best substructure
within a certain threshold, while the algorithm GBAD-P searches for all extensions of the normative
substructure, extracting subgraphs with extensions that have a lower probability, and the algorithm GBAD-
MPS examines all subgraphs that lack edges and nodes within a certain change threshold.

Kavehzadeh et al. proposed a deep learning approach for anomaly detection in node-based networks. Since
the structural features of each node in [8] are not known, it is difficult to efficiently detect structurally anomalous
nodes. This method applies the node2vec algorithm to an input graph to learn a continuous feature
representation of each node. The extracted structural features and attribute vectors of each node are combined
to obtain the input embedding used for anomaly detection. The proposed system also uses Variational Auto
Encoder (VAE), a neural network architecture for dimensionality reduction. The general idea of VAE in
Deep2vec is to use an encoder to encode the input into a latent space and a decoder to reconstruct the input.
They detect anomalous nodes by ranking them based on losses. The nodes with high reconstruction errors are
considered as anomalies.
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Traditional methods for detecting anomalies in large graphs consist of finding a normative pattern and
interpreting the anomalous pattern based on the norm. Therefore, these methods do not take advantage of the
useful information contained in the nodes. The development of artificial intelligence has led to the proposal of
methods that are quite efficient in obtaining the structure of the graph and capturing its features. However, the
accuracy of these methods is questionable since they are based on the classification of anomalies and the
interpretation of probabilities.

3. The Proposed Anomaly Detection Method

3.1 Overall structure

Existing techniques for detecting anomalies in graph data structures use a method of representing the
dependencies between the nodes of the network. Although these methods require less search time and cost,
there is the problem of low accuracy and reliability. In this paper, we use not only the relationships between
nodes, but also the useful information they contain. A node embedding method is required to consider these
two pieces of information. Node embedding refers to a low-dimensional representation of each node in a vector
space [11].

Figure 1 shows the overall structure of the system. To detect anomalies in large graphs, the proposed
method consists of two components such as node level embedding and anomaly detection. For node-level
embedding, the proposed method uses GCN, which encodes the graph into a low-dimensional representation of
the network. GCN obtains the adjacency matrix of the graph and the feature vector, a k-dimensional vector
representing each node. Our method trains the model through two convolutional layers and transforms the graph
into a two-dimensional vector. The proposed method performs the anomaly detection task using DBSCAN.
DBSCAN is a simple algorithm for defining clusters by estimating the local density. By taking advantage of
the transformed vector, this algorithm identifies dense vertex regions that we consider normal data, while the
rest of the data is anomalous. However, DBSCAN requires two important parameters to be carefully set in order
to efficiently detect the anomalies. In this paper, we optimize the two parameters of DBSCAN to detect the
densest cluster and some smaller clusters in the data. The densest cluster detected by DBSCAN contains all
normal nodes and the smallest cluster contains all anomalies.
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Figure 1. Overall structure of the proposed anomaly detection system
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3.2. Node level embedding

A graph is a nonlinear data structure consisting of vertices and edges. Let G = {N, E, F} be a static graph,
where N = {n,, n,, ns, ...} is the vertex set, E = {e;, e,, es, ...} is the edge set, and F = {f;, f5, f5, ...} is the
attribute set of each node. The node level embedding transforms the graph into a low-dimensional space [11-
15]. For this purpose, we need to collect valuable information about the graph that we will use to transform the
data. This includes the adjacency matrix and the feature matrix of the graph. The adjacency matrix of a graph
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is a two-dimensional Boolean array of dimensions N*N that contains 1 if there is an edge between two nodes
and 0 otherwise, where N is the number of nodes in the graph. The feature matrix X € RM*F, on the other
hand, represents an ordered numerical property of each node. Figure 2 shows an example of an adjacency matrix
and a feature vector obtained from a small graph.
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Figure 2. An example of extracted data

In this paper, we use Graph Convolutional Networks (GCN) to implement the node-level embedding step.
GCN is a neural network based on a graph that takes the feature matrix and the graph structure representation
as inputs to learn data [16,17]. Using the preprocessed graph structure and the other information contained in
each vector, GCN implements forward propagation in the hidden layers of the network. In this paper, we use
two hidden layers to transform the data into a two-dimensional representation. A simple representation of the
layer propagation proposed by Kipf et al [9], which is used in the learning process of the embedding component
of the hidden layer, is defined by the following equation:

H*' = f(A,H,W') = o(D~Y2AD™Y?H'W") (1)
For a better understanding of the forward propagation used in this paper, a nomenclature of the

abbreviations used in equation (1) is presented in Table 1.

Table 1. The descriptions of all notations used in GCN

Notation Definition
A Adjacency matrix
X Feature matrix
I Identity matrix
A Adjacency matrix plus identity matrix
H! Hidden feature vector, with H® =X
wt Trainable weight matrix
D~1/? Inverse square root of the degree matrix

o Activation function
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The proposed method uses 2 different hidden layers that produce an output on each layer through an
activation function shown in equation (1). In this work, the result of the second hidden layer is considered as
the output. This result is represented in the form of two-dimensional data.

3.3. Anomaly detection

Anomaly detection refers to the problem of distinguishing normal data from abnormal data. We use a
density-based clustering algorithm, called DBSCAN for the anomaly detection. The basic idea of this algorithm
is to locate the data in a high-density region of the data space and consider them as belonging to the same cluster
[18,19]. Using the two-dimensional representation resulting from the node-level embedding step, we identify
all nodes related to the largest cluster. The densest region, which we consider normal data, consists of objects
located near a given point. Based on this objective, we define anomalies as outliers and small clusters.

Figure 3 describes the different types of clusters we can find with DBSCAN. The normal data represents
the densest cluster found by our clustering method. It regroups all nodes classified as normal by the algorithm.
The outlier detection cluster then regroups all nodes isolated from the densest cluster. An outlier is generally
defined as a data point that is exceptionally far from other data observations. Since outlier detection is highly
dependent on the data set, there are no standardized methods for this task. Therefore, determining whether an
observation is an outlier or not is ultimately a subjective task. The most interesting feature of the DBSCAN
clustering is its ability to detect outliers. Finally, DBSCAN can detect several small clusters whose points are
not outliers and do not belong to the normal cluster. In this work, we consider all nodes in these sub-clusters as
abnormal nodes.

DC = Densest Cluster
O = Outlier
SC = Small Cluster

;

Normal data Outlier detection Novelty detection
Figure 3: Description of anomaly types

The following equation shows how normal and abnormal data are represented in the system.

Normal,if densest cluster,

Clustery: {Anomaly, otherwise @)

Clustering is a special discipline of machine learning whose goal is to divide our data into homogeneous
groups with common features. Now that we have defined the different groups of anomalies we want to detect,
the next step is to find the DBSCAN parameters that can allow us to accurately detect anomalies. Of all the
DBSCAN parameters, three parameters are very important for anomaly detection: the metric, epsilon (g), and
minimum point (Min_pts). The metric is a hidden parameter that represents the distance function used in
calculating the distance between objects. Euclidean distance is the standard metric used in DBSCAN. On the
other hand, epsilon and minimum points are two obvious parameters that we need to optimize in order to
efficiently detect anomalies in the data and obtain the best result. Epsilon (g) is the radius of the neighborhood
with respect to a given point, while the minimum points parameter indicates the minimum number of points
required to form a dense region.

There is no automatic method for determining the minimum number of points required to form a cluster
in DBSCAN. In general, MinPts should be greater than or equal to the dimensionality of the dataset. Sander et
al. in [20] recommends choosing MinPts = 2*dimensional data when the data has more than 2 dimensions. Ester
et al. in [10] also suggests a default value of MinPts is equal to 4 for 2-dimensional data. Since we use 2-
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dimensional data in this work, we optimized the Min_pts parameter to 4. However, the value of epsilon must
be automatically optimized to improve the result of DBSCAN. Now that we have determined the minimum
point value, we can determine the maximum distance between two points that can still belong to the same cluster.
In [21], Rahmah and al. proposed a way to determine an optimal epsilon value for the DBSCAN algorithm by
calculating the average distance between each point and its smallest nearest neighbors. The average of these
distances is then plotted in ascending order on a k-distance plot, and the optimal value for € is found at the point
of maximum curvature. This method gives good results for clustering data.

4. Performance Evaluation

To evaluate the performance of the proposed method, we performed a simulation using the Python
programming language on a personal computer with Intel® Core™ i5-4440 CPU @ 3.10GHz, RAM 16.0GB,
and Microsoft Windows 11 64-bits operating system. We evaluated the proposed approach using two of the
most used graph data such as Amazon-Fraud and Yelp-Fraud for anomaly detection models. The Amazon-
Fraud dataset includes product reviews in the musical instrument category, while the Yelp-Fraud dataset
consists of hotels and restaurant reviews. Table 2 shows two datasets for the performance evaluation. Each
dataset consists of millions of edges and multiple nodes.

Table 2. Dataset of the Performance Evaluation

Dataset Nodes Edges
U-P-U 175,608
U-S-U 3,566,479
Amazon-Fraud 11,944
U-vV-U 1,036,737
All 4,398,392
R-U-R 49,315
R-T-R 573,616
Yelp-Fraud 45,954
R-S-R 3,402,743
All 3,846,979

To get a good result with our method, we need to determine the activation function of the GCN. An
activation function is basically just a linear regression model. The choice of activation function in the hidden
layers is a crucial part of neural network design that determines how well the network model learns from the
dataset. To normalize the output of GCN, we selected four activation functions for nonlinear problems such as
SoftMax, Leaky-Relu, Sigmoid, and Tanh. We evaluated the performance of each function according to an
optimal value of epsilon for each dataset.

Figure 4 shows the evaluation of each activation function according to the optimal value of epsilon for the
YelpChi-fraud dataset. We can see easily that the Leaky-Relu function shows the best performance.
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Figure 4. Evaluation for YelpChi-Fraud according to epsilon
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Figure 5 shows the evaluation of each activation function according to the optimal value of epsilon for the
Amazon-fraud dataset. We can also see easily that the Leaky-Relu function shows the best performance. The
performance comparison of our method was performed with K-Means Clustering. K-means clustering is a
vector quantization method originally from signal processing that aims to divide n observations into K clusters
in which each observation belongs to the cluster with the closest cluster centroids. For using K-means clustering,
we apply the output of the node level embedding step. We compared the performance of the proposed method
with that of K-means clustering in terms of accuracy for Amazon-Fraud and Yelp-Fraud datasets.

1

0.93
09 0.856 0.861
0.81

08 0.73
0.7
0.6
0.5
04
03
0.2
0.1

0

w/o function  Softmax Sigmoid tanh Leaky_Relu

Figure 5. Evaluation for Amazon-Fraud according to epsilon

Figure 6 shows the performance evaluation results on accuracy using each dataset. The proposed method
showed 86% and 89% accuracy for Amazon-fraud and YelpChi-fraud, respectively. However, the existing
method with node level embedding and K-means clustering method showed 22% and 31% for the two datasets,
respectively. As a result, it was shown through the performance evaluation that the proposed method achieved
about 60% better accuracy than the existing method on average.
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Figure 6. Accuracy rate on each of the data sets

5. Conclusions

In this paper, we have proposed a semi-supervised method for detecting anomalous nodes in static large
data. The proposed method first converts a graph into vectors using Graph Convolutional Networks, which
preserve the structural information and properties of the graph to obtain a node representation of the graph.
Then, we use a DBSCAN clustering algorithm to determine anomalous nodes based on the obtained node
representation. In this paper, a node is considered anomalous if it deviates significantly from the norm or
belongs to the smallest clusters that are close to the densest cluster. It was shown through various performance
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evaluations that the proposed method outperforms the existing method in terms of accuracy. Future studies will
investigate anomalies on edges and subgraphs in dynamic network environments.
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